Proactive and Real-Time Security Service

Axxera, a premier managed security services provider, offers Proactive and Real-Time Security Service. Axxera’s Proactive

and Real-Time Security solution provides comprehensive monitoring, helping to detect and respond to the most sophisticated

and malicious hacker attacks. The service is based on Central Intelligence’s, Axxera’s proprietary, next-generation security

management and monitoring platform.

Central Intelligence offers the only true real-time monitoring service in the Managed Security Services industry to protect your

company’s mission-critical information assets in a proactive manner.

Axxera internet security service stops the most active botnets
spreading virus, spam, phishing, DDOS attacks and exploiting
harvesting bots in your network. Axxera implements intelligence
based protection and traffic redirection technologies to prevent
security issues before they happen. This prevents zero day
attacks by assisting in dismantling communications of notorious
global botnets.

Axxera uses global threat intelligence from sensors across the
internet, this reputation based service continually updates our
customers backbone routers with a personalized global threat lists
to prevent inbound and outbound connection to malware sources
and botnet controllers.

If your network has a compromised system, when is tries to
communicate with its botnet, your core router protects and blocks
the connection pro actively. This stops any data leakage and lets
you assure good reputation |P addresses communicate through
your network.

Using global real time statistics and global law enforcement
intelligence we enable our customers to filter their traffic based on
reputation. Based on this proactive protection companies are able
to prevent and thwart security issues and exploits from the most
notorious systems operating on the internet.
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- Features of Proactive and Real-Time Security

0 24x7 active filtering & protection from global
reputation threats
0 24x7 monitoring of backbone router & network

0 24x7 configuration management
- Achieve Real Time Security

o Real-time security monitoring and actions
that combat the most sophisticated and malicious
hacker attacks

o Real-time ticket information and status

o Real-time security device log and alert data

o Real-time analysis, commentary and
recommendations by Security Analysts of Security

Events
- Use Advanced Reporting features to view

o Performance of security devices

o Status of changes, upgrades, patches and other
related system maintenance to the IDS
management console

o Details of malicious activity directed at the client

site
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Figure A: Global Botnet Threat Intelligence
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Additional Security Offerings

Central Intelligence offers a full suite of information security
services to suit your needs. For additional information about
Central Intelligence’s Real-Time Managed Security Services, see
the following documents:

» Managed and Monitored Firewall Service

» Managed and Monitored Network Based IDS Service

* Host-Based IDS Monitoring Service

+ Digital Evidence

* Enterprise Security Reporting

Protect Your Network with Central Intelligence’s

Managed and Monitored Security Services

With real-time information protection and industry-leading security
professional services, Central Intelligence provides the most
advanced information security available today. Find out how
Central Intelligence’s Managed and Monitored Security Services
can give your network the Proactive security you need.
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About Axxera

Founded in 2007, Axxera is uniquely positioned
to safeguard the electronic presence of today’s
corporations. Our founders pioneered the secu-
rity industry by designing, and building security
infrastructure worldwide. Axxera has helped
secure hundreds of global organizations, and
e-businesses.

Axxera Managed Security Services delivers the
expertise, tools and infrastructure you need to
secure your information assets from Internet
attacks 24/7/365, often at a fraction of the cost
of in-house security resources. Access to the
Axxera Portal a secure Web-based management
tool, provides a single interface to easily monitor
the security of your overall infrastructure of man-
aged and unmanaged security devices.

Axxera’s proprietary technology platform

enables detailed processing of every event
on your network. Our processing model gives
expert analysts at Axxera’s Security Operations
Centers the advanced tools they need to provide

real-time analysis and protection.

Axxera Headquarters

2 Park Plaza Phone: 949.502.4930

Suite 200 Fax:  949.861.9229

Irvine, CA. 92614 Email: info@axxera.com
Web: www.axxera.com

Sales Offices

3109 Colebrook Lane
Dublin, CA. 94568

590 Madison Avenue
New York City, NY. 10022

Axxera International Center

1st Floor, Lakshmi Towers - B

Plot No. 17, Nagarjuna Hills
Hyderabad, Andhra Pradesh, India.
Pin - 500082
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